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Changes to UCR 2010, Section 5.3.5, IPv6 Requirenisn

SECTION CORRECTION EFFECTIVE DATE
5.3.5.1 Description of relationship between DISR| No action required
Version 5.0 and the UCR 2010 is added
with differences between the two documepts
defined.
5.3.5.2 New definitions and material added to No action required
define the system characteristics for UCR
2010.
5.3.5.3 New IPv6 Rules of Engagement (RoE) fol Immediately
UCR 2010
5.3.5.4 Add requirement 1.4 on seamless transitipnmmediately
from IPv4 to IPv6 for functions
5.3.5.4.4 Add note to Requirement 10 on how addressimediately
registration is to be done.
5.3.5.4.5 Requirement 11 delete RFC 2461 Immediately
5.3.5.4.5 Requirement 11 make RFC 4861 effectiveé Immediately
for UCR 2010
5.3.5.45 Requirement 11.1 Delete note Immediately
5.3.5.45.1 Requirement 11.7.1 Delete requirement fgrimmediately
EBC Redirect
5.3.5.4.5.1 Requirement 11.7.2 Delete requirement forimmediately
EBC Redirect
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5.3.5.4.5.1 Add Requirement 11.7.3 for a device to | Immediately
disable redirect.

5.3.5.4.6 Requirement 12 delete RFC 2462 Immediately

5.3.5.4.6 Requirement 11 make RFC 4862 effectivg Immediately
for UCR 2010

5.3.5.4.6 Clarification provided for Requirement 12 [limmediately

5.3.5.4.6 Clarification provided for Requirement Immediately
12.1.1 including a summary table of
addressing methods

5.3.5.4.6 Clarification provided for Requirement 12 PImmediately
with respect to DAD

5.3.5.4.6 Clarification provided for Requirement Immediately
12.2.1 with respect to allowable conditiors
for disabling DAD

5.3.5.4.6 Requirement 12 delete RFC 3041 Immediately

5.3.5.4.6 Requirement 12 make RFC 4941 effectiveé Immediately
for UCR 2010

5.3.5.4.7 Requirement 14: Make RFC 4443 Requirgdmmediately
for LS

5.3.5.4.7 Requirement 14.2: Make RFC 4443
Required for Destination Unreachable

5.3.5.4.7 Requirement 14,2 Add note to provide an| Immediately
alternative to Paragraph 3.1 of RFC 4443

5.3.5.4.7 Requirement 14.3 Echo reply Required fof Immediately
LS

5.3.5.4.8 Requirement 15 delete RFC 2740 Immediately

5.3.5.4.8 Requirement 15 make RFC 5340 effectivg Immediately
for UCR 2010

5.3.5.4.8 Requirement 15.3 add note about tactical| No action required.
environment.

5.3.5.4.8 Requirement 15.4 Add Requirement for | No action required.
RFC 5838 for UCR 2012

5.3.5.4.8 Requirement 15a Make RFC 5308 effectiydmmediately
for UCR 2010.

5.3.5.4.8 Requirement 15a.1 Make RFC 5304 Immediately
effective for UCR 2010.

5.3.5.4.8 Requirement 15a.1 Make RFC 5310 Immediately
effective for UCR 2010.

5.3.5.4.8 Requirement 17 delete RFC 2858 Immediately

5.3.5.4.8 Requirement 17 make RFC 4760 effectiveé Immediately
for UCR 2010

5.3.5.4.9 Requirement 17 delete RFC 2401 Immediately

5.3.5.4.9 Requirement 17 make RFC 4301 effectivg Immediately
for UCR 2010

5.3.5.4.9 Requirement 22.13.2 is effective for UCR| Immediately

2010




DoD UCR 2010

Table of Contents

SECTION CORRECTION EFFECTIVE DATE

5.3.5.4.9 Requirement 22.14 RFC 2409 is effective| No action required
for UCR 2012

5.3.5.4.9 Requirement 22.14 RFC 4306 is effective| No action required
for UCR 2012

5.3.5.4.9 Requirement 22.14.11 RFC 4308 is No action required
effective for UCR 2012

5.3.5.4.9 Requirement 22.14.12 RFC 4869 is No action required
effective for UCR 2012

5.3.5.4.9 Requirement 22.19 delete RFC 4305 Immediately

5.3.5.4.9 Requirement 22.19 make RFC 4835 Immediately
effective for UCR 2010

5.3.5.4.10 Requirement 29 RFEC 4295 is effective fof No action required
UCR 2012

5.3.5.4.10 Requirement 30 Delete RFC 3595 Immediately

5.3.5.4.13 Requirement 42 delete RFC 3266 Immediately

5.3.5.4.13 Requirement 42 make RFC 4566 effectiveé Immediately
for UCR 2010

5.3.5.4.14 Requirement 48 RFC 3775 is effective fof No action required
UCR 2012

5.3.5.4.14 Requirement 48.1 RFC 3775 is effective fddo action required
UCR 2012

5.3.5.4.14 Requirement 49 RFEC 3776 is effective fof No action required
UCR 2012

5.3.5.4.14 Requirement 49 RFC 4877 is effective fof No action required
UCR 2012

5.3.5.4.14 (new) Requirement 50 RFC 4429 is No action required
effective for UCR 2012

5.3.5.4.14 (new) Requirement 50 RFC 3971 is No action required
effective for UCR 2012

5.3.5.4.14 Requirement 51 RFC 3963 is effective fof No action required
UCR 2012

5.3.5.4.14 (new) Requirement 52.1 RFC 3168 is 18 Month Rule
effective for UCR 2010

5.3.5.4.14 Requirement 55 delete RFC 2472 Immediately

5.3.5.4.14 Requirement 55 make RFC 5072 effectiveé Immediately
for UCR 2010

5.3.5.4.14 (new) Requirement 56 RFC 5798 is 18 Month Rule
effective for UCR 2010

5.3.5.4.14 (new) Requirement 57 RFC 4330 is No action required
effective for UCR 2012

5.3.5.4.14 (new) Requirement 58 ROHC RFCs may p&lo action required
included in UCR 2012

5.3.5.4.14 (new) Requirement 59 Header CompressjolNo action required
RFCs may be included in UCR 2012

5.3.5.4.14 (new) Requirement 60 Multicast RFCs mdyNo action required
be included in UCR 2012
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5.35 IPv6 Requirements

eweu%emw&uen—aﬂd%epshe#meney—sen&m@%messagﬁectlon 5 3 5 descrlbes the IPv6

requirements for Sensitive But Unclassified (SBUjfléd Capabilities subsets provided by all
products and technologies used to send and receieesupport voice, video, or data across
DoD networks that provide UC services.

5351 I ntroduction

The DISR baseline is updated to ensure that Dolakihges for building and buying IT

products are based on a current and effectivef $€tNSS standards. “DoD IPv6 Standard
Profiles for IPv6-Capable Products” Versio® 0 (Ref: DoD memorandum, sub: Department|of
Defense IT Standards Registry Baseline Release@&iated Julp614, 201008.) is approved
for distribution via the DISR for IPv6 for DoD ITqaipments, including those for UC, providing
a seamless mtegratlon of voice, V|deo and dqba@nlons Hewever—ve#aen—#@—ef—th@ela

“DoD IPv6 Standard Profiles for IPv6-Capable Praduigersion54.0 is included at the end of
Section 5.3.5.
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If there are differences between this UCR and D IPv6 Standard Profiles for IPv6-Capable
Products,” Version3.0, the UCR takes precedence over the DoD IPv@leretrsion53.0.
However, for any appliance that is not definechia UCR 2010, the vendor is to follow DoD
IPv6 Profile versiorb4.0.

The DoD IPv6 Profile includes Network Appliance a@idhple Server, and notes that the
distinction between them results in no real diffeein requirements or testing. Hence, the
product class is identified as “Net App or Simpengr.” UCR2018-will follow the DoD IPv6
Profile guidance and identify the product clasSNfS/SS.”

For the DoD IPv6 Profile, Information Assurance ideg include firewall, IDS, authentication
server, security gateway, HAIPE, and VPN conceatralThe UC IPv6 requirements for an EBC
are specified in the UCR. Guidance for UC IPvaursgments for Intrusion Protection System
(IPS), IDS, firewall, and VPN can be found in DaBvb Profile, Versiom#5.0.

5.35.2 Characteristics

The system requirements specified in Section 5/8s8ured Services Requirements, are the
minimum set of requirements necessary for the systebe IPv6-capable for Video antice
over IP ¥VoIP). An implementer may choose to specify additidR&b requirements based on
its non-VVolP or unique VVoIP requirements. Alsoyendor may choose to implement
additional IPv6 functions based on its commerciatkat. This section focuses on the deltas
between an IPv6 implementation and an IPv4 impléatem, and does not address
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Requirements may be designated as “Required,” “@iondl, or “Objective” requirements. The
terms are defined in UCR, AppendixZefinitions, Abbreviations and Acronyms, and
References To illustrate the use of “Conditional,” the statent {Conditional: R, LS}H] If
the product supports mobile users, the product sbhpport the Mobile IP Management MIBs as
described in RFC 4295 (UCR 228)” should be read to mean that the requirementippart the |
sections of the RFC 4295 would not be mandatorglidPv6 routers and LAN switches, but is
mandatory for products that are intended to suppotiile users Also, this requirement would
take effect as part of UCR 2012.

The requirements defined in Section 5.3.2, Ass@ewlices Requirements, are associated with
the external interfaces of the UC products or netveppliances (NAs). For defining each
requirement, the terms “UC products” and “NAs” ahertened to “system.” As shown in
Figure 5.3.2-1, High-Level DISN Assured Servicesviek Model, the external interfaces for
an NA are generally considered to be interfacelsabianect to and interact with the ASLAN or
the non-ASLAN. The primary interfaces associatéth the IPv6 requirements are the
signaling, AS-SIP, and bearer, SRTP interfaces.

Engagment, only Layer 3 LS must be |Pe@ipable.
DoD IPv6 Standard Profile for IPv6 Capable Produdtssion 5.0, defines the differences of

various LAN switches as follows:

Layer-2 Switch: A Switch that forwards based on Layer-2 only (Ma&dress) is a Layer-2
Switch. Note that unmanaged Layer-2 Switch catdseribed as a “pure” Layer 2 switch; it
operates at Layer 2 only and is transparent atlthéayer. As such it has no IPv6-specific
requirements and plays no active role as an IPvfdbée product. A Layer-2 Switch may hav
some limited layer-3 control plane functions bupiignarily a data plane device. A managed
Layer-2 Switch product includes SNMP managementh®@r user access via an IPv6 interface
and it should be evaluated as a Simple Server.

1%

Layer-3 Switch: A Switch that incorporates Layer-3 information @edresses) into forwarding
decisions is a Layer-3 Switch. Forwarding may lamually configured, policy-based or based
on routing protocols (BGP, RIP, OSPFv3 or I1S-I$)ost Layer-3 Switches require a router
gateway to connect the LAN/intranet to the InternBte most capable Layer-3 Switches inclufle
a WAN interface and an exterior routing protocotisas BGP.
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Assured Services Switch: A Switch that includes support for Quality of Beg (QoS) features

including the Differentiated Services Code PoinE(@P) queuing [RFC 2474] is an Assured

Services Switch. DSCP queuing is an essentiallghiyan the Unified Communications

architecture to provide for Assured Services. Rathan being a separate Product Class, the

requirements for Assured Services are specificd@aglitional Requirements for compatibility

with UCR 2010.

For UCR 2010, this third cateqgory of switch is edlLAN Access Switch which is required to

support RFC 2460/5095, RFC 2464, and be able toegpackets based on DSCPs in accordance

with RFC 2474. The complete set of RFCs for LANitSkes is listed in Table 5.3.5-5. (LS):

Part 1 is LAN Access Switch, Part 2 is L3 Switchddart 3 is L3 Switch (Edge Router).

Finally, whenever a reference to a specific RFCeappin a UCR requirement, the specific
language of the UCR requirement and its subtenegdinrements should be understood within
the context of the RFC. The acronyms used forgi@sing the appliances that a requirement
pertains to are shown imable 5.3.5-11Pv6 Requirements faAlCR 2010Productsandfor

Eunection.

Table 5.3.5-1. IPv6 Requirements fotJCR 2010Products andlerFunction

DOD IPv6 UCR 2010 UCR_2010IPv6 REQUIREMENTS *%3

PROFILE PRODUCT

PRODUCT NAME BOb-1Pv6

CLASS UG o=

PRODUCT OR CATEGORY

FUNCTION
Network Multifunction The MFSS/Call Control Agent (CCA) application in
Appliance or Softswitch (MESS). conjunction with the Voice and Video over IP (VV)IP
Simple Server Network-Applianee-or | End Instrument (El) and Media Gateway (MGhust be
(NA/SSMultifune | Simple-ServerNALSS) | IPv6-capable. Other applications within this APL
tion-Softswiteh product have a conditional requirement to be IPv6-
Qa==5) capable if the IP packets remain internal to tloelpct.
NA/SS-eeal Local Session The LSC/CCA application in conjunction with the
Session-Controller] Controller VVolIP El and MG" must be IPv6-capable. Other
LS (LSCINALSS applications in the APL product have a conditional

requirement to be IPv6-capable.

NA/SSVideo Video Telephony Unit | If the VTU has an IP interface, the VTU must be@Pv
TFelephony-Unit (VTUYNAISS capable.
VY
NA/SSMultipeint | Multipoint Control If the MCU has an IP interface, the MCU must begPv
Control-Unit Unit (MCUYNAISS capable.
McY)
NA/SSEnd End Instrument The El in conjunction with the CCA application mbst
Instrument(El) (ENNALSS IPv6-capable. This requirement is applicable fisr E

manufactured after January 2009. Softphones &ihd sq
videophones have a conditional requirement for IPv6
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DOD IPv6 UCR 2010 UCR_2010IPv6 REQUIREMENTS *%3
PROFILE PRODUCT
PRODUCT NAME BOb-1Pv6
CLASS UG o=
PRODUCTOR CATEGORY-
FUNCTION-

NA/SS Standalone Product If the UC Product, such as voice mail, call forwagg
call transfer, call waiting, operator assistance, lacal
directory services, is a standalone product therDbD
IPv6 Profile NA/SS requirements must apply, and the
product must interoperate with vendor Els thapsuip
IPv6

NA/SSCustemer | Customer Premise With exception of Els, the CPE have a conditional

Premise Equipment requirement for IPv6 capability.

Equipment{CPE) | (CPENA/SS

NA/S SNetwork Network Element Conditional requirement for IPv6.

Elosaens e (NENAISS

NA/SSEcho Echo Canceller Conditional requirement for IPv6.

GCanceller {EC) (ECINALSS

NA/SSntegrated | Integrated Access Conditional requirement for IPv6.

focres Suntel Switch (IASNAISS

{AS)

NA/SSCenference| Conference Bridge Conditional requirement for IPv6.

Bridge(external) | (external) (CBNA/SS

c8B)

NA/SSH-323/H-32 | H.323 Gateway (GW) | H.323Conditional requirement for IPvG'

O Gateway{GW) | NAISS

NA/SS H.323 Gatekeeper H.323 Conditional requirement for IPV8.

(GK)
NA/SS Storage Devices Conditional requirement for IPv6
NA/SS Multifunction Mobile Conditional requirement for IPv6
Devices

Information Edge Boundary Must be IPv6-capable.

Assurance Controller

Devicedd=dge (EBCnfermation

Eeownoan Assurance-Device

Controller (EBC)

Information Intrusion Protection Must be capable of inspecting both IPv4 and IPv6

Assurance Systems (IPS) and packets.

DevideDevicdntr | Intrusion Detection

usion-Protection | Systems

SystemsHRPEMmd | (IDS)termation

Intrusion Assurance-Device

Detection-Systems

{bs)
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DOD IPv6 UCR 2010 UCR_2010IPv6 REQUIREMENTS *%3
PROFILE PRODUCT
PRODUCT NAME BOb-1Pv6
CLASS UG o=
PRODUCTOR CATEGORY-
FUNCTION-
Information Firewalls Must be IPv6-capable.
Assurance (FW)infermation
DevideDevicemire | Assurance-Device
walls(FW)
Information VPN Concentrator Must be IPv6-capable.
Assurance (VPN}nfermation
DevideDevice/P | Assurance-Device
bCepecnimior
VPN
Assured Services | LAN Switch (LS)ayer | Must be IPv6-capable.
SwitchEAN- St
Soarren Loy
RouteReuter{R) | Router (R)Reuter Must be IPv6-capable.
Various Legacy systems of IPv6 ROE for legacy systems are spelled out inritesim

Multifunction

IPv6 ROE for UCR 2008 Change 1 at the UCCO web site

Switch (MFES)/Tandem
Switch,
End Office

Switch (EOS),
Small End

Office (SMEQ)
Deployed Voice
Exchange (DVX)
Private Branch
Exchangel(PBX1), and
PBX2.

Private Branch
Exchange 2 (PBX2)

http://www.disa.mil/ucco/apl process.html
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DOD IPv6 UCR 2010 UCR _2010IPv6 REQUIREMENTS ® 23
PROFILE PRODUCT

PRODUCT NAME BOD+Pv6

CLASS UG PROFILE

Notes: 1The terms “Conditional requirement for IPafd “Other applications within the APL productvieaa conditional
requirement to be IPv6-capable” effectively meaat the IPv6-capable features for the indicated URN® application is
optional and not required for listing on the UC APL

2. While there is a requirement to manage IPu@&owks, the NM may be done using IPv4. Thus, NMasincluded in this
list.

3. For the cases where components are withikd@eroducts and the IP packets remain interntiiedSystem Under Test
(SUT) without using the DISN WAN, (i.e. the exterigterface for the SUT for signaling traffic and bearer traffic are
TDM/serial and IP is only used for external networinagement) the internal interfaces for the SéThat required to be
IPv6 and the product would not have to support IBvihis time. These components provide senasedescribed
in Section 5.3.2.2Requirements for Supporting AS-SIP-Based Ethenteifaces for Voicemail, Unified Messaging
Systems, and Automated Receiving Devigée resulting UC product can only be fielded withiB/P/C/S boundary. This
guidance would apply for both generic AS-SIP Enstriimiments (EIs) and proprietary protocol Els. Higare required to
be IPv6-capable regardless of placement withirSiH& as indicated in this table. The UC APL listsitall reflect
conditions under which the product was certified

4. The MG is only required to be IPv6-capable ifas an external IP interface to the SUT. In thases, the resulting
product can only be fielded within a B/P/C/S boundalrhe UC APL certification shall reflect conditis under which the
product was certified.

5. This requirement and H.323 sunset will be réstisfor UCR 2012.
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Below is a Document Tree showing the relationshioiag Policy, Requirements, Test Plans and
Test Documents (for Interoperability and Informatidssurance) for Listing on the UC APL.

Interoperability (10)

Information Assurance (lA)

o | | cdcsiearsorc || DoPIBI00-ee 1 ¢ 01 6212,01p/E || DOD Milestone || DoDI8500.1E DoD! 8500.2 DoDI 8510.01
° Objective 3 ) )
ﬁ Policy for DoD Voice DQD Interoperability and (MO3) Information Information DoD IA Certification
Q. . Unified " 1IPV6 1A Assurance Assurance s
) Networks with RTS Capabilities (UC) Supportability of IT X Polic Implementation and Accreditation
@ p ( and NS Systems Guidance for Y pleme Process (DIACAP)
MO3 Policy
|
|
|
|
|
N | ,
?DU AN \\ ! / 4
E N, W A 4 DoD IPv6 /
g D°3h:ﬁgR:1°°8 DoD UCR 2010 Sftgr“f;\:gi:;gg:zs DoD IT Standards STIGs
2 e P Products L Registry (DISR) securi
2 uc - i Version 5 ik "y
73 X APL Requirements Stds/Product Checklists
APL Requirements (10/1A) Profiles
(10/1A) Stds/Product
1 Profiles
UCR 2008 1
IPvé ROE [
t ! 1
|
‘ vy vy v
. . Unified Approved
Ge_rll_z:tc Psl\::l:h capabilities Products List Security Device
(GSTP) Test Plan IA Test Plan Test Plan
(UCTP) (IATP)
5' Appendix E Appendix E STIGs
8 PP PP STIGS v
R MFS MFSS e PA
g SMEO LSC 1PV6 IPv6
’ ex £6C (Systems Wioctec)
ASLAN Wireless Affected)
CPE DCVX
(10/1A)
-
1]
7]
-~
w) 10 APL 10 APL ’ .
] Certification Certification gs&‘éﬂ S[’ﬂ'ﬁl
c
?D Scorecard Scorecard
ES S I S E—
2
o System 1A System 1A
=] Assessment Assessment
Report Report
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5.35.3 aterim-UCR 2010 I Pv6 Rules of Engagement

The purpose of this section is to provigdeerm-policy/-anrdguidanceRules of Engagement
(ROOE) to be used by the Government and industry to &eHiEC APL status for IPv6-capable
products. This set of IPv6d®E applies to all industry vendors seeking to plamalucts on the
DoD UC APL. The UCCO and DISA JITC shall enforbestguidance in test and certification
of vendor products that have IP capabilities. Thiglance is effective immediately and
supersedes any previous®E Versions that have been issued. |

5.3.5.3.1  Definitions
These definitions are derived from DoD Deputy Cl@rvwrandum “DoD IPv6 Definitions.”

1. IPv6 Capable Product$roducts (whether developed by commercial vendtine
government) that can create or receive, procesissamd or forward (as appropriate) IPv6
packets in mixed IPv4/IPv6 environmenfv6 capable products shall be able to interoperat
with other IPv6 capable products on networks sujipmonly IPv4, only IPv6, or both IPv4 ang
IPv6, and shall also:

(1) Conform to the requirements of the IPv6 pmiil UCR 2010.

(2) Possess a migration path and/or letter of chmemt to upgrade from the developel
(signed by company Vice President or equivalenthadPv6 standard evolves.

(3) Ensure product developer IPv6 technical supp@available.

(4) Conform to National Security Agency (NSA) amdUnified Cross Domain
Management Office requirements for Information Assge products.

2. System Under Test (SUT)he inclusive components required to test a diclyct for
APL certlflcatlon %&mpk&%a%%m%e%%yste#%mn@@—é@and
, , 5. Examples of a SUT
mclude Voice over Internet Protocol (VoIP) systeomnponents (e.q., Local Session Controlle
(LSC) and gateway), Local Area Network (LAN) compats (e.g., routers and Ethernet
switches), and end instruments.

3. 1Pv6-Capable NetworksNetworks that can receive, process, and forhWRwé packets
from/to devices within the same network and fronaftteer networks and systems, where
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those networks and systems may be operating withiBr4, only IPv6, or both IPv4 and
IPv6. An IPv6-capable network shall be ready teehi@v6 enabled for operational use,
when mission need or business case dictates. flepgj an IPv6-capable network must:

a. Use IPv6-capable products.

b. Accommodate IPv6 in network infrastructuresymes, and management tools and
applications.

c. Conform to DoD and NSA-developed IPv6 networsusiy implementation
guidance.

d. Manage, administer, and resolve IPv6 addressesmpliance with the DoD IPv6
Address Plan when enabled.

4. 1Pv6-Enabled NetworkAn IP network that is supporting operational IRkedfic through
the network, E2E.

5.3.5.3.2 IPv6 Rules of Engagement

1. IPv6 RequirementsDetailed IPv6 requirements for UC products anéliactions are
provided in this section of the UCR.able 5.3.5-1IPv6 Requirements for Products and/or
Function, provides a high-level listing of UC pratior functions, DoD IPv6 Profile
categories, and UCR IPv6 requirements to be coresdd®v6-capable.

2. New IPv6 Requirements.

(1) According tddER 2008 Change-3ection 4.6.3.1 Standard Process for Gaining APL
Status: When a requirement addition, change, @tidel has been approved on the date the UCR
is signed, one of five dispositions will occur alidws:

(a) The vendors will have 18 months to developrdmeiirement if it is new and
not previously available. Vendors may provideaitlier.

Note: The 18-month period for development wouldhapo a new feature or a
product not previously required, and the vendodsndit have long-range knowledge of the
requirement. New features or products are includddhble 4.6.3-2, New Features and Products
in UCR 2010 for which 18-Month Rule Applies.

Note: With respect to the 18-month period, a wemday request to NII/DoD-
CIlO a waiver for IPv6 requirements. Such regusistaild include a commitment to provide a
migration path and corporate commitment to upgthderoduct to be IPv6 compliant. Failure
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to meet this commitment will remove the productsrfrthe APL, at the option of the NII/DoD-
ClO.

(b) If the requirement has been lessened, vecwlopliance is immediate.

(c)_If warning of the requirements has been mibefore approval, the
reguirement compliance may be immediate.

(d) If the requirement addresses a Critical oidvl8A risk, compliance is
immediate .

(e) If the requirement is necessary for multivanidteroperability, compliance is

immediate.

23. UC APL Listing.

a. The DoD no longer supports standalone IPv6 pmtockrtification testing. For
products identified in the UCR, IPv6 requirementl lae validated in conjunction
with the larger Interoperability certification afformation Assurance testing that is
conducted on the product for listing on the UC APL.

b.  Products that have been placed on the DoD UC #sP4 result of vendor
commitments, via an LOC, to be IPv6 capable (oeotRv6-related commitments)
will be removed from the APL, and may be subjeattteer actions, if the vendor
does not deliver on the commitment within 12 mordhthe LOC.

4. UC Distributed Test Concept

(1) According to DoDI 8000.ee DoD Unified Capatigls (UC), the following guidance
relates to the UC Distributed Test Concept:

(a) DISA shall employ a distributed test cappbihat includes test and
certification of voice, video, and data productatcommodate the expanded scope of the UQ
and to keep pace with emerging technology andatyeldemand from the OSD and DoD
Components for interoperable and secure products.

(b) These demands and technology challengesrecipg Department of Defenss
to incorporate OSD and DoD Component test labbertést and certification processes.

11”4
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(c) The precepts of the distributed test program af&egi once for many,” create

a single DoD UC APL for use by the OSD and DoD Conenmts in acquisitions and

procurements, and more effectively integrate inguigto the test and certification process.

5.3.54

Product Requirements

1. [Required: NA/SS, R, EBC] [Conditional: EI] The product shall support dual IPv4 and
IPv6 stacks as described in RFC 4213.

[Conditional: LS] If the LS also supports a routing function, thedurct shall support
RFC 4213.

NOTE: The tunnel requirements are only associatdtdappliances that provide IP
routing functions (e.g., routers). The primaryeimtof these requirements is to (1) require
dual stacks on all UC appliances and (2) allow dtedks and tunneling on routers.

11

1.2

1.3

[Required: EI, NA/SS, R, LS, EBC] Dual stack end points or Call Control Agents
shall be configured to choose IPv4 over IPv6.

NOTE: Most commercial vendors can configure tleguipment to choose IPv4 or
IPv6. JITC testing preference, for IPv6 feature$o test the equipment configured
for IPv6 to insure that it can dynamically negaiatith IPv4 only end points.

[Required: EI, NA/SS, R, LS, EBC] All nodes that are “IPv6-capable” shall be
carefully configured and verified that the IPv6cétas disabled until it is deliberately
enabled as part of a risk management strategys imtliudes the stateless auto
configuration of link-local addresses.

[Conditional: EI CY 2008-2012] The Els are allowed to use alternative
mechanisms (e.g., translation and tunneling) batv@@¢ 2008 and CY 2012 as long
as performance, Interoperability, and Informatissérance requirements are met.

NOTE: Translation based on RFC 2766, Network Addressslaéion — Protocol
Translation (NAT-PT) is no longer supported in tB&F community and has been
renderedHistoric by the publication of RFC 4966 primarily for se¢uiconcerns.

[Conditional: R, LS] If the product supports routing functions, thedarct shall
support the manual tunnel requirements as descnibR&C 4213.

1.4 [Required: El, NA/SS, R, LS, EBC]Products which provide a function(s) in IPv4

will have to provide the same function(s) in améess manner when the product is
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submitted for UC APL certification, or provide farsuitable substitute using IPv6

technologies. (For example, if a product fromeador provides for IPSec in an El using

the Skinny Call Control Protocol (SCCP, or shdiin8y) protocol in IPv4, the El must

provide for IPSec in IPv6 when using AS-SIP protoghen submitted for UC APL

certification.)

[Required: EI, NA/SS, R, EBC] The product shall support the IPv6 format as ilesd
in RFC 2460 and updated by RFC 5096onditional: LS] If the LS also supports a
routing function, the product shall support RFC @46d updated by RFC 5095.

[Required: EI, NA/SS, R, LS, EBC] The product shall support the transmission ob6IPv
packets over Ethernet networks using the framedodefined in RFC 2464.

NOTE: This requirement does not mandate thateh®ining sections of RFC 2464 have
to be implemented.

53541 Maximum Transmission Unit

4.

[Required: EI (Softphone Only), R, EBC] The product shall support Path Maximum
Transmission Unit (MTU) Discovery (RFC 1981Conditional: LS] If the LS supports
a routing function, the product shall support REB1L

[Required: EI, NA/SS, R, LS, EBC] The product shall support a minimum MTU of
1280 bytes (RFC 2460 and updated by RFC 5095).

NOTE: Guidance on MTU requirements and settiragslze found in Section 5.3.3.10.1.2,
Layer 2 Data Link Layer.

[Conditional: EI, NA/SS, R, LS, EBC] If Path MTU Discovery is used and a “Packet
Too Big” message is received requesting a nextMop that is less than the IPv6
minimum link MTU, the product shall ignore the regufor the smaller MTU and shall
include a fragment header in the packet.

NOTE: This is to mitigate an attack where thengdiTU is adequate, but the “Packet Too
Big” messages are used to make the packet so gnsalhefficient.

5.3.54.2 Flow Label

7.

[Required: EI, NA/SS, EBC] The product shall not use the Flow Label fieldlascribed
in RFC 2460.
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7.1 [Required: EI, NA/SS, EBC] The product shall be capable of setting the Flow
Label field to zero when originating a packet.

7.2 [Required: NA/SS, EBC] The product shall not modify the Flow Label figitien
forwarding packets.

7.3 [Required: EI, NA/SS, EBC] The product shall be capable of ignoring the Flow
Label field when receiving packets.

5.354.3 Address

8.

[Required: EI, NA/SS, R, LS, EBC] The product shall support the IPv6 Addressing
Architecture as described in RFC 4291.

NOTE: According to “DoD IPv6 Standard Profiles FBrv6-capable Products-
Supplemental Guidance” version 3.0, the use of4imapped” addresses “on-the-wire” is
discouraged due to security risks raised by inheasrbiguities.

NOTE: As noted in NIST SP500-267 25 “A Profile w6 in the U.S. Government —
Version 1.0”: “The use of the old Site-Local adsiréype [RFC3879] is deprecated. The
Unique Local IPv6 Unicast Addresses (ULA) [RBC93] mechanism has been designed to
fulfill a similar requirement. While Private Addrges are widely used in IPv4 networks,
the generalized use and support of ULAs in IPutioisas mature nor is their architectural
desirability as well understood.” For these reastime UC products are not required to
support ULA at this time.

8.1 An end site is defined as an end-user (sulgrdalge network domain that requires
multiple subnets/64 as defined in Section 5.1, Eitd-Definition of DoD IPv6
Address Plan. Therefore, vendors will not be resflito support anything greater
than /64, such as /116 or /126 subnet.

[Required: EI, NA/SS, R, LS, EBC] The product shall support the IPv6 Scoped Address
Architecture as described in RFC 4007.

9.1 [Conditional: EI, NA/SS, R, LS, EBC] If a scoped address (RFC 4007) is used,
the product shall use a scope index value of zérenvwhe default zone is intended.

9.2 Reserved.

1160



DoD UCR 2010

Section 5.3.5 — IPv6 Requirements

5.3.5.44 DHCP

10.

[Required: EI+E}] [Conditional: NA/SS, R] If DHCP is supported within an IPv6 |
environment, it shall be implemented in accordamitle the DHCP for IPv6 (DHCPV6) as
described in RFC 3315.

[Conditional: LS] If the LS also supports a routing function, theduat shall support
RFC 3315.

NOTE 1 : Section 5.4.5.4.2 describes the registnadif the appliance to the network and
its receipt of an E.164 telephone number if @nsEl or an Assured Services Session

Initiation Protocol (AS-SIP) End Instrument (AEDuring the initial installation of an

appliance either it will be configured with a gtdP address (i.e., LSC, SS, MG, MFSS

AEI, and EI) or will receive its (El or AED) IP ddess from a DHCP server. The first sté

S

is for the EI or AEI to authenticate itself to th&N switch to which it is physically

connected, If DHCP is used, when the El or AEhanticates itself to the DHCP server

to get its IP address it will also obtain the sé@ition information necessary to locate the

LSC. If an El uses static IP addresses, it wilpbeconfigured by the system

administrator with the location information of th8C.

NOTE 2: Section 5.4, Information Assurance, requires tiha voice or video DHCP
servers are not to be located on the same phygigdiance as the voice or video LAN
switches and routers in accordance with the STIdso, the VolP STIG requires (in VoIP
0082) separate DHCP servers for (1) the telephgsters in the phone VLAN(s) and (2)
the data devices (PCs) in the data VLAN(S).

NOTEZ2: There is no requirement that separate DHCP sebesused for IPv4 and for |
IPV6.

10.1 [Conditional: EI, NA/SS] If the product is a DHCPV6 client, the productlsh
discard any messages that contain options thatadrallowed to appear in the
received message type (e.g., an ldentity Associaption in an Information-Request
message).

10.2 [Required: EI] The product shall support DHCPV6 as describeRiF@ 3315.
NOTE: The following subtended requirements arelisgged upon an
implementation of DHCPv6 for the EI. It is not @gbed that other UC appliances
will use DHCPV6.

10.2.1 [Required: EI] [Conditional: NA/SS] If the product is a DHCPV6 client,
and the first retransmission timeout has elapsetedhe client sent the Solicit
message and the client has received an Advertiseage(s), but the
Advertise message(s) does not have a preferenge gaR55, the client shall
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continue with a client-initiated message exchangsdnding a Request
message.

10.2.2 [Required: EIl — Conditional: NA/SS] If the product is a DHCPV6 client
and the DHCPvV6 solicitation message exchange fagball restart the
reconfiguration process after receiving user inpystem restart, attachment
to a new link, a system configurable timer, or arugefined external event
occurs.

NOTE: The intent is to ensure that the DHCP cl@ttinues to restart the
configuration process periodically until it succeed

10.2.3 [Required: EIl — Conditional: NA/SS] If the product is a DHCPV6 client
and it sends an Information-Request message, litisbide a Client
Identifier option to allow it to be authenticatedthe DHCPV6 server.

10.2.4 [Required: EI — Conditional: NA/SS] If the product is a DHCPV6 client, it
shall perform duplicate address detection uponipeoé an address from the
DHCPV6 server before transmitting packets usingdbdress for itself.

10.2.5 [Required: EI — Conditional: NA/SS][Alarm] If the product is a DHCPVv6
client, it shall log all reconfigure events.

NOTE: Some systems may not be able to log allitiicemation (e.g., the system
may not have access to this information).

10.3 [Conditional: EI, NA/SS, R, LS][Alarm] If the product supports DHCPv6 and uses
authentication, it shall discard unauthenticateddPM6 messages from UC products
and log the event.

NOTE L This requirement assumes authentication is asetescribed in RFC 3118
(and extended in RFC 3315) but does not requireeatication.

NOTE 2. Some systems may not be able to log all thisrmétion (e.g., the system
may not have access to this information).

5.3.5.45 Neighbor Discovery

11. [Required: EIl, NA/SS, R, EBC] The product shall support Neighbor Discoverylfr6
as described iRFE-2461an@RFC 486 KUCR2010)
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[Conditional: LS] If the LS also supports a routing function, thedurct shall support
RFC-2461and- RFA861{UCR2010)

NOTE: RFC 4861 replaced the now obsolete RFC 2461

11.1 [Required: NA/SS, R, LS, EBC] The product shall not set the override flag it i
the Neighbor Advertisement message for soliciteceetsements for anycast
addresses or solicited proxy advertisements.

11.2 Reserved.

11.3 [Required: EIl, NA/SS, R, LS, EBC] When a valid “Neighbor Advertisement”
message is received by the product and the prodighbor cache does not contain
the target’s entry, the advertisement shall bejleliscarded.

11.4 [Required: EIl, NA/SS, R, LS, EBC] When a valid “Neighbor Advertisement”
message is received by the product and the prodighbor cache entry is in the
INCOMPLETE state when the advertisement is recearatithe link layer has
addresses and no target link-layer option is inefiyjdhe product shall silently discard
the received advertisement.

11.5 [Required: EIl, NA/SS, R, LS, EBC] When address resolution fails on a
neighboring address, the entry shall be deleted tiee product’s neighbor cache.

5.3.5.45.1 Redirect Messages

11.6 [Required: EI, NA/SS, EBC] The product shall support the ability to configtine
product to ignore Redirect messages.

11.7 [Required: EI, NA/SS, EBC] The product shall only accept Redirect messages
from the same router as is currently being usedhfatr destination.

NOTE: The intent of this requirement is that fi@de is sending its packets destined
for location A to router X, that it can only accepRedirect message from router X
for packets destined for location A to be senoiater Z.
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11.7.1[Conditional: EIl, NA/SS-EBC] If “Redirect” messages are allowed, the
product shall update its destination cache in atanore with the validated
Redirect message.

11.7.2 [Conditional: EIl, NA/SS;-EBC] If the valid “Redirect” message is allowed
and no entry exists in the destination cache, tbhduyct shall create an entry.

11.7.3 [Conditional: EI, NA/SS] If redirecise supported, the device shall
support the ability to disable this functionality

NOTE: The default setting is “disabled” so ths redirect functions must
explicitly be enabled.”

5.3.5.4.5.2 Router Advertisements

11.8 [Required: R][Conditional: LS] [Alarm] If the product supports routing
functions, the product shall inspect valid routdgvextisements sent by other routers
and verify that the routers are advertising coesisinformation on a link and shall
log any inconsistent router advertisements.

NOTE: Some products may not be able to log adl iffiormation (e.g., the product
may not have access to this information).

11.8.1 [Required: EIl, NA/SS, EBC] The product shall prefer routers that are
reachable over routers whose reachability is suspamknown.

11.8.2 Reserved.

11.9 [Required: R][Conditional: LS] If the product supports routing functions, the
product shall include the MTU value in the routdvertisement message for all links
in accordance with RF€461and RFCA86 L{UCR 2010)

5.3.5.46  Stateless Address Autoconfiguration andWMl Address Assignment

12. [Conditional: EIl, NA/SS, R, LS, EBC] If the product supports stateless IP address
autoconfiguration including those provided for tmmmercial market, the product shall
support IPv6 Stateless Address AutoconfiguratidnA¢SC) for interfaces supporting UC
functions in accordance wifRFC-2462and RFC 4862UCR2010)

NOTE 1: RFC 4862 replaced the now obsolete RFQ 24the scope of RFC 2462,
Section 5.5, is Creation of Global and Site-Locdbfesses. The scope of RFC 4862,
Section 5.5, is Creation of Global Addresses.
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NOTE 2: “DoD IPv6 Standard Profiles for IPv6-capable drots-Supplemental
Guidance” defines Host as a PC or other end-usapuater or workstation running a
general-purpose operating system.

NOTE 3: The UC El platform (on which the softphone isdted) may be certified to the |
DoD IPv6 Profile and required to support autonomougiguration, either SLAAC or
DHCPV6 client.

12.1 [Conditional: EIl, NA/ SS, R, LS, EBC] If the product supports IPv6 SLAAC, the

product shall have a configurable parameter thatvalthe function to be enabled
and disabled. Specifically, the product shall hawenfigurable parameter that
allows the “managed address configuration” fiaad the “other stateful
configuration” flag to always be set and not parf@tateless autoconfiguration.

12.1.1 [Conditional: El (except softphones), NA/ SS, R.S, EBC] If the product
supports IPv6 SLAAC, the product shall have thefigomable parameter set not to
perform stateless autoconfiguration.

NOTE: The objective of this requirement is toyaet a product from using stateles
auto configuration. Basically, stateless addresscanfiguration is focused solely o

= U

softphones since they reside on PCs. The concéhatisvhen an appliance uses
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SLAAC the appliance can dynamically change itsdBrass (during a power recycle

or other reasons). For Els (exception Softphon&dR 2010 requires the use static or

DHCP. For the rest of the appliances, UCR 2010iregstatic IP addresses. The

table below summarizes this policy guidance.

UC Product Manual IPv6 IPv6 Stateful Configuration via IPv6 StateLess Address
Configuration? DHCPv6? AutoConfiguration
(SLAAC)?
Softphones Yes, Requirement12.3 | Yes, Requirement 10 Yes, Requirement 12.4
El (except Yes, Requirement 12.3 Yes, Requirement 10 No, Requirement 12.1.1
softphones)
NA/SS Yes, Requirement 12.3 No for LSC, SS, MG, MFSS, No, Requirement 12.1.1
Requirement 10, Note 1. Yes for all
others, Requirement 10 Conditional
on RFC 3315
R Yes, Requirement 12.3 Yes, Requirement 10, Conditional onNo, Requirement 12.1.1
RFC 3315
LS Yes, Requirement 12.3 No, Requirement 10 No, Requirement 12.1.1
EBC Yes, Requirement 12.3 No, Requirement 10 No, Requirement 12.1.1

Where” No”could be (1) not installed, (2) removednh Operating System, or (3) disabled by parameter.

n nrdanece with B ANA alall®,
oo ')

he-disab acco C 62-and 136 R2010).12.2
[Required: El, NS/NA, R, LS, EBC]While nodes are not required to autoconfigure
their addresses using SLAAC, all IPv6 Nodes shalpsrt link-local address
configuration and Duplicate Address Detection (DAIR)specified in RFC 4862 and,
in accordance with RFC 4862, the DAD shall notllsabled.

12.2.1 Required: El, NS/NA, R, LS, EBC]A node MUST allow for

autoconfiguration-related variable to be configuby system management for

each multicast-capable interface to include Dup®adectTransmits where a

value of zero indicates that Duplicate Addressebidn is not performed on

tentative addresses as specified in RFC 4862.

NOTE: NETWORK INFRASTRUCTURE Security Technicatplementation

Guide (STIG) states that: “The use of Duplicateles$s Detection opens up the

possibility of denial of service attacks. Any namdmn respond to Neighbor

Solicitations for a tentative address, causingpther node to reject the address as
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a duplicate. This attack is similar to other dtgamvolving the spoofing of
Neighbor Discovery messages.”

Further, RFC 4862 states: “By default, all addessshould be tested for
uniqueness prior to their assignment to an interfar safety. The test should
individually be performed on all addresses obtimanually, via stateless
address autoconfiguration, or via DHCPv6. To amtmdate sites that believe
the overhead of performing Duplicate Address Di@amutweighs its benefits,
the use of Duplicate Address Detection can bebthsiathrough the
administrative setting of a per-interface confajwon flag.”

12.3 [Required: EIl, NA/SS, R, LS, EBC] The product shall support manual assignment
of IPv6 addresses.

12.4 [Required: EI] The product shall support stateful autoconfigurafice.,
ManagedFlag=TRUE).

NOTE: This requirement is associated with théieaRequirement 10.8r the El to
support DHCPVG6.

12.4.1 [Required: R] [Conditional: LS] If the product provides routing functions,
the product shall default to using the “managedeskiconfiguration” flag
and the “other stateful flag” set to TRUE in theduter advertisements when
stateful autoconfiguration is implemented.

12.5 [Conditional: EI] If the product supports a subtended appliancendet) the
product shall ensure that the IP address assignpnecéss of the subtended
appliance is transparent to the UC componentseoptbduct and does not cause the
product to attempt to change its IP address.

NOTE: An example is a PC that is connected td_#hid through the hub or switch
interface on a phone. The address assignmentgzat¢he PC should be
transparent to the El and should not cause thegtwattempt to change its IP
address.

12.6.[Conditional: EI (Softphones only)] If the product supports SLAAC and security
constraints prohibit the use of hardware identfi@s part of interface addresses
generated using SLAAC, IPSec-capable products shpport privacy extensions for
stateless address autoconfiguration as definedF@3R41and- RFCA941H{UCR
2010)

NOTE: RFC 4941 replaced the now obsolete RFC 3041
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13.

Reserved.

5.3.5.4.7 Internet Control Message Protocol

14

[Required: EI, NA/SS, R,LS, EBC] The product shall support the ICMPv6 as described

in RFC 4443 .{Coenditional—LSi-Hhe LS suppoersarouting-funchagheproducishall
Sooport b O A

NOTE: Section 5.3.1.3.5 Protocols states thaCihiee, Distribution, and Access

products shall meet the IPv4 protocol requirem@&ntKRFC 1256 ICMP (PING). Thus,

support for RFC 4443 for Core, Distribution, anccAss products should be ICMP

(PING).

14.1 [Required: NA/SS, R, EBC] The product shall have a configurable rate limiting
parameter for rate limiting the forwarding of ICNifessages.

[Conditional: LS] If the LS supports a routing function, subtendeguineement
14.1 applies.

14.2 [Required: NA/SS, R,LS, EBC] The product shall support the capability to enable
or disable the ability of the product to generaf@eatination Unreachable message in
response to a packet that cannot be delivered tiegtination for reasons other than
congestion.

Note: In lieu of RFC4443 paragraph 3.1 requinehte prohibit routers from

forwarding Destination Unreachable message withde 3 (Address

unreachable) on point-to-point link back onto @neval link, vendors may

alternatively use a prefix length of 127 on IARsuter Links to address ping

pong issues on non-Ethernet interfaces (the pamy issue is not present on

Ethernet interfaces) [Ref: Draft RFC “Using 1271Bv6 Prefixes on Inter-Router

Links draft-kohno-ipv6-prefixlen-p2p-01.txt”]

14.3 [Required: EIl, NA/SS, R,LS, EBC] The product shall support the enabling or
disabling of the ability to send an Echo Reply naggsin response to an Echo
Request message sent to an IPv6 multicast or argddsess.
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NOTE: The number of responses may be traffic tmmekd to limit the effect of a
denial of service attack.

14.4 [Required: EIl, NA/SS, R, EBC] The product shall validate ICMPv6 messages,
using the information contained in the payloadpbeficting on them.

Note: The actual validation checks are speatfithe upper layers and are out of the
scope of this UCR. Protecting the upper layer WitBec mitigates these attacks.

[Conditional: LS] If the LS supports a routing function, subtendeduRement
14.4 applies.

5.3.5.4.8  Routing Functions

15. [Required: R][Conditional: LS] If the product supports routing functions, thedarct
shall support the OSPF for IPv6 as described in RFEH340

NOTE: RFC 5340 replaced the now obsolete RFC 2740.

15.1 [Required: R][Conditional: LS] If the product supports routing functions, the
product shall support securing OSPF with IPSeceasribed for other IPSec
instances in Section 5.4, Information Assurance.

15.2.[Required: R][Conditional: LS] If the product supports routing functions, the
product shall support router-to-router integrityngsthe IP Authentication Header
with HMAC-SHA1-96 within ESP and AH as describedRRC 2404.

NOTE: NIST Special Publication 500-267, “A Prefior IPv6 in the U.S.
Government,” forwards the following guidance: Alttgh HMAC-SHA-1 [RFC
2404] is still considered secure, the IETF is emagung the standardization of
HMAC-SHA-256 to ensure an orderly transition to arensecure MAC.

15.3 [Required: R][Conditional: LS] If the product supports interior routing functson
of OSPFv3, the product shall support RFC 4552. |

NOTE: RFC 4552 relies on manual key exchange ¢prdiguration) and may not be
appropriate in a dynamic tactical environment.uteoacquisitions for tactical
deployment are exempt from this requirement.
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15.4[Required: R] [Conditional: LS] If the product supports interior routing functions

of and the address families in OSPFv3, the prosial support RFC 5838 (UCR 2012).

NOTE: RFC 5838 “Support of Address Families in E8¥ discussing the approach to

handling multiple Address Families in OSPFv3 usimgltiple instances. This will be

useful in the dual-stack environment for suppartdoth IPv4 and IPv6 routing domains.

15a. [Required: R][Conditional: LS] If the product supports the Intermediate Sysiem t

16.

17.

18.

Intermediate System (1S-1S) routing protocol use®oD backbone networks, the product
shall support the 1S-IS for IPv6 as described IlCRIB08(UCR-2010)

15a.1[Required: R][Conditional: LS] If the product supports IS-IS routing
architecture (for IPv6-only or dual-stack operajitre product shall support RFC

5304(UCR2010)and RFC 531QUCR2010)

NOTE: 1IS-IS implementers should monitor furthpesification of ancillary
features in the IETF ISIS Working Group, includimiyp://tools.ietf.org/html/draft-
ietf-isis-ipv6-te-06 on traffic engineering.

[Conditional: R, LS] If the product acts as a CE Router, the produdt shpport the use
of BGP as described in RFC 1772 and RFC 4271.

16.1.[Conditional: R, LS] If the product acts as a CE Router, the produdt shpport
the use of BGP4 multiprotocol extensions for IPvi@i-domain routing (RFC 2545).

NOTE: The requirement to support BGP4 is in Sech®.3, Wide Area Network General
System Requirements.

[Conditional: R, LS] If the product acts as a CE Router, the produdt shpport
multiprotocol extensions for BGP4 RRFC-2858nd-H-C 4760(UCR2010)

NOTE1: RFC 4760 replaced the now obsolete RFC 2858.

NOTE 2: The requirement to support BGP4 is in Sectié3.Wide Area Network
General System Requirements.

[Conditional: R] If the product acts as a CE Router, the produdt shpport the Generic
Routing Encapsulation (GRE) as described in RFG1278

1170



DoD UCR 2010

19.

20.

21.

Section 5.3.5 — IPv6 Requirements

[Conditional: R] If the product acts as a CE Router, the produdt shpport the Generic
Packet Tunneling in IPv6 Specification as describedFC 2473.

NOTE: Tunneling is provided for data applicati@msl is not needed as part of the VVoIP
architecture.

[Required: EI (Softphone Only), R] [Conditional: LS] If the product supports routing
functions, the product shall support the Multidastener Discovery (MLD) process as
described in RFC 2710 and extended in RFC 3810.

NOTE: The CY 2008 VVolIP design does not use roa#i, but routers supporting VVolIP
also support data applications that may use msitticA softphone will have non-routing
functions that require MLDv2.

20.1 [Required: EI (Softphone Only), R] [Conditional: LS] If the product supports
MLD process as described in RFC 2710 and extend&#C 3810, the product shall
SUPPOItRFC2711. |

[Required: El, NA/SS, EBC] The product shall support MLD as described in RFTO.
NOTE: This requirement was added to ensure tleggibor Discovery multicast

requirements are met. Routers are not includédisrrequirement since they have to meet
RFC 2710 in the preceding requirement.

5.3.5.49 IP Security

22.

NOTE 2. 1-C¥Y-2008-RFC 2401 (and its related RFCs) is the Threshajdirement as

[Required: EI (Softphone Only), R] [Conditional: EI, NA/SS, LS, EBC] If the product
uses IPSec, the product shall support the Sedrdtyitecture for the IRRFEC-2401and

RFC 4304UCR 2019,

NOTE 1: RFC 4301 replaced the now obsolete RFC 2401

described in Section 5.4, Information Assuranceaddition, the interfaces required to use
IPSec are defined in Section 5.4, Information Assae.

221 [Required: EIl (Softphone Only), R] [Conditional: EI, NA/SS, LS, EBC] If
RFC 4301 is supported, the product shall suppodibg of a security association
(SA) with a particular context.
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22.2

22.3

22.4

22.5

22.6

22.7

22.8

IPv6 Requirements

[Required: EI (Softphone Only), R] [Conditional: EI, NA/SS, LS, EBC] If
RFC 4301 is supported, the product shall be capsldesabling the BYPASS
IPSec processing choice.

NOTE: The intent of this requirement is to endiiag no packets are transmitted
unless they are protected by IPSec.

[Required: EI (Softphone Only), R] [Conditional: EI, NA/SS, LS, EBC] If
RFC 4301 is supported, the product shall not sugpermixing of IPv4 and IPv6
in a security association.

[Required: EI (Softphone Only), R] [Conditional: El, NA/SS, LS, EBC] If
RFC 4301 is supported, the product’s security aason database (SAD) cache
shall have a method to uniquely identify a SAD entNOTE: The concern is
that a single SAD entry will be associated with tiplg security associations.
RFC 4301, Section 4.4.2, describes a scenario whisreould occur.

[Required: EI (Softphone Only), R] [Conditional: EI, NA/SS, LS, EBC] If
RFC 4301 is supported, the product shall be cap#lderrelating the DSCP for a
VVolP stream to the security association in accocdavith Section 5.3.2,
Assured Services Requirements and Section 5.318;dde Infrastructure E2E
Performance Requirements, plain text DSCP plan.

[Required: EI (Softphone Only), R] [Conditional: El, NA/SS, LS, EBC] If
RFC 4301 is supported, the product shall implentegec to operate with both
integrity and confidentiality.

[Required: EI (Softphone Only, R)] [Conditional: El, NA/SS, LS, EBC] If
RFC 4301 is supported, the product shall be capzt#eabling and disabling the
ability of the product to send an ICMP messagerining the sender that an
outbound packet was discarded.

22.7.1 [Required: EI (Softphone Only), R] [Conditional: El, NA/SS, LS,
EBC] If an ICMP outbound packet message is allowedptbduct
shall be capable of rate limiting the transmis6iCMP responses.

[Required: EI (Softphone Only), R] [Conditional: El, NA/SS, LS, EBQ If
RFC 4301 is supported, the product shall be capzldaabling or disabling the
propagation of the Explicit Congestion Notificati(EiCN) bits.
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22.9

22.10

22.11

22.12

22.13.
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[Required: EI (Softphone Only), R] [Conditional: EI, NA/SS, LS, EBC] If
RFC 4301 is supported, the system’s Security P@iatabase (SPD) shall have a
nominal, final entry that discards anything unmatth

[Required: EI (Softphone Only), R] [Conditional: EIl, NA/SS, LS, EBC]
[Alarm] If RFC 4301 is supported, and the product receavpacket that does |
not match any SPD cache entries and the produetrdites it should be
discarded, the product shall log the event andidekhe date/time, Security
Parameter Index (SPI) if available, IPSec protdicavailable, source and
destination of the packet, and any other selectres of the packet.

NOTE: Some products may not be able to log adl iiormation (e.g., the
product may not have access to this information).

[Required: EI (Softphone Only), R] [Conditional: EIl, NA/SS, LS, EBC]
[Alarm] If RFC 4301 is supported, the product should ineladnanagement |
control to allow an administrator to enable or Hlsahe ability of the product to
send an Internet Key Exchange (IKE) notificatioraofINVALID_SELECTORS.

NOTE: Some products may not be able to log adl iiormation (e.g., the
product may not have access to this information).

[Required: EI (Softphone Only), R] [Conditional: EI, NA/SS, LS, EBC] If
RFC 4301 is supported, the product shall supper&ificapsulating Security
Payload (ESP) Protocol in accordance with RFC 4303.

22.12.1 [Required: EI (Softphone Only), R] [Conditional: EIl, NA/SS, LS,
EBC] If RFC 4303 is supported, the product shall hzabée of
enabling anti-replay.

22.12.2 [Required: El (Softphone Only), R] [Conditional: EI, NA/SS, LS,
EBC] If RFC 4303 is supported, the product shall chaskits first
check, after a packet has been matched to its S#shehthe packet
contains a sequence number that does not duptleaequence
number of any other packet received during thedifthe security
association.

[Required: EI (Softphone Only), R] [Conditional: EI, NA/SS, LS, EBC] If
RFC 4301 is supported, the product shall supperttiiptographic algorithms as
defined in RFC 4308 for Suite Virtual Private Netw¢VPN)-B.
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22.14.

22.13.1.

22.13.2.

[Required: EI (Softphone Only), R] [Conditional: El, NA/SS, LS,
EBC] If RFC 4301 is supported, the product shall supihe use of
AES-CBC with 128-bits keys for encryption.

[Required: EI (Softphone Only), R] [Conditional: El, NA/SS, LS,
EBC] If RFC 4301 is supported, the product shall supihe use of
HMAC-SHA1-96 for (Threshold) and AES-XCBC-MAC-98/CR
2010)

[Required: EIl (Softphone Only), R] [Conditional: El, NA/SS, LS, EBC] If
RFC 4301 is supported, the product shall suppdgt Vigrsion 1 (IKEv1)
(Threshold) as defined in RFC 2409, and IKE verddiKEv2) (UCR 2020) as
defined in RFC 4306 (UCR 204).

NOTE 1. The IKEv1 requirements are found in Section Bifhrmation
Assurance.

NOTE 2: Even if IKEVZ2 is implemented, IKEv1 neddde implemented as well

for backwards compatibility.

22.14.1.

22.14.2

22.14.3

22.14.4

22.14.5

[Conditional: EI, NA/SS, R, LS, EBC] If the product supports
IKEV2, it shall be capable of configuring the maxim User Datagram
Protocol (UDP) message size.

Reserved.

[Conditional: EI, NA/SS, R, LS, EBC] To prevent a DoS attack on
the initiator of an IKE_SA, the initiator shall aagat multiple responses
to its first message, treat each as potentiallyitegte, respond to it,
and then discard all the invalid half-open conrewiwhen it receives
a valid cryptographically protected response to@mg of its requests.
Once a cryptographically valid response is receiadicubsequent
responses shall be ignored whether or not thegrgptographically
valid.

Reserved.
[Conditional: EI, NA/SS, R, LS, EBC] If the product supports

IKEV2, the product shall reject initial IKE messageless they
contain a Notify Payload of type COOKIE.
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22.14.6

22.14.7

22.14.8

22.14.9

22.14.10

22.14.11

Section 5.3.5 — IPv6 Requirements

[Conditional: EI, NA/SS, R, LS, EBC] If the product supports
IKEvV2, the product shall close an SA instead oexaég when its
lifetime expires if there has been no traffic sitioe last rekey.

[Conditional: EI, NA/SS, R, LS, EBC] If the product supports
IKEv2, the product shall not use the Extensibleh&utication
Protocol (EAP) method for IKE authentication.

[Conditional: EI, NA/SS, R, LS, EBC] If the product supports
IKEvV2, the product shall limit the frequency to whiit responds to
messages on UDP port 500 or 4500 when outsideothtext of a
security association known to it.

[Conditional: EI, NA/SS, R, LS, EBC] If the product supports
IKEVv2, the product shall not support temporary didr@sses or
respond to such requests.

[Conditional: EI, NA/SS, R, LS, EBC]If the product supports
IKEV2, the product shall support the IKEV2 cryptaginic algorithms
defined in RFC 4307.

[Conditional: EI, NA/SS, R, LS, EBC]If the product supports
IKEV2, the product shall support the VPN-B Suitedatined in RFC

4308ard-RFC-4869UCR 2010). |

* Encryption — AES with 128-bit keys in CBC Mode |

* Pseudo-random function — AES-XCBC-PRF-128 |

* Integrity — AES-XCBC-MAC-96 |

* Diffie-Hellman Group — 2048-bit MODP |

* Rekeying of Phase 2 or the CREATE_CHILD_SA shall b
supported by both parties. The initiator of theleange may
include a Diffie-Hellman key; if included, it shdde a type 2048 —
bit MODP. If the initiator of the exchange inclgde Diffie-

Hellman key, the responder shall include a Diffielkhan key and
it shall also be a type 2048-bit MODP.

22.14.1Zonditional: El, NA/SS, R, LS, EBC]If the product supports IKEv2,
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the produleal support the following VPN Suites as defined

in RFC

4869 (R2012):

22.15

22.16

22.17

22.18

22.19

e Suite-B-GCM-128
e Suite-B-GMAC-13

[Required: EI (Softphone Only), R] [Conditional: EI, NA/SS, LS, EBC] If
RFC 4301 is supported, the product shall suppdéresxons to the Internet IP
Security Domain of Interpretation for the Inter@etcurity Association and Key
Management Protocol (ISAKMP) as defined in RFC 2407

[Required: EI (Softphone Only), R] [Conditional: El, NA/SS, LS, EBC] If
RFC 4301 is supported, the product shall suppertS\KMP as defined in RFC
2408.

[Required: R][Conditional: El, NA/SS, LS, EBC] If the product supports the
IPSec Authentication Header Mode, the product shadport the IP
Authentication Header (AH) as defined in RFC 4302.

[Required: EI (Softphone Only), R] [Conditional: El, NA/SS, LS, EBC] If
RFC 4301 is supported, the product shall supporualkkeying of IPSec.

[Required: EI (Softphone Only), R] [Conditional: EI, NA/SS, LS, EBC] If
RFC 4301 is supported, the product shall supper&t8P and AH cryptographic
algorithm implementation requirements as defimeBFC-4305ndRFC 4835

NOTE: RFEC 4835 replace the now obsolete RFC 4B8@ER2010).

22.20

22.21

Reserved.

[Required: EI (Softphone Only), R] [Conditional: EI, NA/SS, LS, EBC] If
RFC 4301 is supported, the product shall suppertiiiEvl security algorithms
as defined in RFC 41009.
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5.3.5.4.10 Network Management

23.

24,

25.

26.

27.

28.

29.

[Conditional: R, LS] If IPv6-compatible nodes are managed via SNMPptbéduct shall
comply with the Management Information Base (MIB) Pv6 textual conventions and
general group as defined in RFC 4293.

NOTE: The requirements to support SNMPv3 are doarSection 5.3.2.17.3.1.5, SNMP
Version 2 and Version 3 Format Alarm messages Saution 5.4, Information Assurance
Requirements.

NOTE: By calendar year (CY) 2011 nodes managadbiNMPV3 are required to do so
using IPv6 transport.

23.1 [Conditional: R, LS] If the product performs routing functions andRf/6-
capable nodes are managed via SNMP managemenptoithect shall support the
SNMPv3 management framework as described in RFQ.341

23.2 [Conditional: R, LS] If the product performs routing functions andRf/6-
capable nodes are managed via SNMP managemenptoithect shall support
SNMPv3 message processing and dispatching as lobeden RFC 3412.

23.3 [Conditional: R, LS] If the product performs routing functions andfv6-
capable nodes are managed via SNMP managemenptoithect shall support the
SNMPvV3 applications as described in RFC 3413.

[Conditional: R, LS] If IPv6-compatible nodes are managed via SNM® ptioduct shall
support the IP MIBs as defined in RFC 4293.

[Conditional: R, LS] If IPv6-compatible nodes are managed via SNMPptbduct shall
support the TCP MIBs as defined in RFC 4022.

[Conditional: R, LS] If IPv6-compatible nodes are managed via SNMPptbduct shall
support the UDP MIBs as defined in RFC 4113.

[Conditional: R, LS] If the product performs routing functions andrteling functions,
the product shall support IP tunnel MIBs as desdtiin RFC 4087.

[Conditional: R, LS] If the product performs routing functions and isvaged by
SNMP, the product shall support the IP Forwarding s defined in RFC 4292.

[Conditional: R, LS] If the product supports mobile users, the prodhatlsupport the
Mobile IP Management MIBs as described in RFC 4@95R 20120).
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30.

31.

32.

33.

[Conditional: R, LS] If the product supports routing functions and & tRSec policy
database is configured through SNMPv3, the prosliali support RFC 4807.

[Required: EI (Softphone only)] [Conditional: EI, NA/SS, R, LS, EBCIIf the product
uses URIs, the product shall use the URI syntagrieesd in RFC 3986.

NOTE: According to “DoD IPv6 Standard ProfilesrfBv6-capable Products-
Supplemental Guidance” Version 4.0, RFC 3986 isanistable requirement for host or

server products and has been deleted from the prathss requirements of that document.

[Conditional: EI, NA/SS] If the product uses the DNS resolver, the prodhaetl
conform to RFC 3596 for DNS queries.

NOTE: DNS is primarily used for NM applications.

5.3.5.4.11 Traffic Engineering

34.

35.

36.

[Required: NA/SS, R, LS, EBC] For traffic engineering purposes, the bandwidth
required per voice subscriber is calculated to @@ kbps (each direction) for each IPv6
call. Thisis based on G.711 (20 ms codec) witbuerhead (100 kbps) resulting in a 250
byte bearer packet plus 10 kbps for signaling, iEttieinterframe Gap, and the SRTCP
overhead. Based on overhead bits included in d@neWwidth calculations, vendor
implementations may use different calculations la@ace arrive at slightly different
numbers.

[Required: R, LS] The number of VoIP subscribers per link sizelRur6 is the same as
for IPv4 and is defined in Section 5.3.1, Assuredvises Local Area Network
Infrastructure Product Requirements.

[Required: R, LS] The number of video subscribers per link sizeRu6 is the same as
for IPv4 and is defined in Section 5.3.1, Assuredviges Local Area Network
Infrastructure.

5.3.5.4.12 IP Version Negotiation

37.

[Required: NA/SS, EBC] The product shall forward packets using the shméersion
as the Version in the received packet.
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NOTE: If the packet was received as an IPv6 patke appliance will forward it as an
IPv6 packet. If the packet was received as an [fagket, the appliance will forward the
packet as an IPv4 packet. This requirement isgmilynassociated with the signaling
packets to ensure that translation does not octhis requirement may be waived from
CY 2008 —CY 2012 to support IPv4 or IPv6 only Els.

38. [Required: EI, NA/SS] The product shall use the Alternative Network Astdr Types
(ANAT) semantics for the Session Description Protd8DP) in accordance with RFC
4091 when establishing media streams from duaksthappliances for AS-SIP signaled
sessions.

38.1 [Required: EI, NA/SS] The product shall prefer any IPv4 address to ang IP
address when using ANAT semantics.

NOTE: This requirement will result in all AS-SIBssions being established
using IPv4.

38.2 [Required: EI, NA/SS] The product shall place the option tag “SDP-ANAR” i
a Required header field when using ANAT semanticacicordance with RFC
4092.

38.3 [Required: EI] Dual-stacked products shall include the IPv4 dhbladdresses
within the SDP of the SIP INVITE message when tR&ITE contains the SDP.

5.3.5.4.13 AS-SIP IPv6 Unigue Requirements

39. [Conditional: EI, NA/SS, EBC] If the product is using AS-SIP and the <addrtymse>
IPv6 and the <connection-address> is a unicastaddthe product shall support
generation and processing of unicast IPv6 addréesesg the following formats:

o Xix:Xx:x:x:x:x:x (wherex is the hexadecimal values of the eight 16-bit Bece
of the address). Example: 1080:0:0:0:8:800:2007A4

o x:x:x:x:x:x:d.d.d.d (wherexis the hexadecimal values of the six high-order
16-bit pieces of the address, ahid the decimal values of the four low-
order 8-bit pieces of the address (standard IPpresentation). For
example, 1080:0:0:0:8:800:116.23.135.22.

40. [Conditional: EI, NA/SS, EBC] If the product is using AS-SIP, the product shall
support the generation and processing of IPv6 shaddresses using compressed zeros
consistent with one of the following formats:
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41.

42.

o Xixx:x:x:x:x:x format: 1080:0:0:0:8:800:200C:417A
e xX:x:x:x:x:x:d.d.d.d format: 1080:0:0:0:8:800:116.235.22
e compressed zeros: 1080::8:800:200C:417A

[Conditional: EI, NA/SS, EBC] If the product is using AS-SIP and the <addrtyjse>
IPv6 and the <connection-address> is a multicasigeaddress (i.e., the two most
significant hexadecimal digits are FF), the prodsiall support the generation and
processing of multicast IPv6 addresses havingdaheedormats as the unicast IPv6
addresses.

[Conditional: EI, NA/SS, EBC] If the product is using AS-SIP and the <addrtyjse>
IPv6, the product shall support the us&éic-3266andRFC 45660JCR-2010] for IPv6
in SDP as described in Section 5.3.4, AS-SIP Remqents.

NOTE: RFC 4566 replaced the now obsolete RFC 3266.

43.

44,

45.

46.

[Conditional: EI, NA/SS, EBC] If the product is using AS-SIP and the <addrtyjse>
IPv6 and the <connection-address> is an IPv6 nagtigroup address, the multicast
connection address shall not have a Time To LiVELJ value appended to the address as
IPv6 multicast does not use TTL scoping.

[Conditional: EI, NA/SS, EBC] If the product is using AS-SIP, the product skajpport
the processing of IPv6 multicast group addressesmtpahe <number of address> field and
may support generating the <number of addresse. fi€his field has the identical format
and operation as the IPv4 multicast group addresses

[Required: EBC] The product shall be able to provide topologyrude.g., NAT) for
IPv6 packets as described in Section 5.4, Infoilmnadissurance Requirements.

[Required: EI (Softphone Only)] The product shall support default address seledtio
IPv6 as defined in RFC 3484 (except for Section.2.1

NOTE: Itis assumed that an IPv6 appliance valldnas a minimum an IPv6 link local and
an IPv4 address, and will have at least two addsess

5.3.5.4.14 Miscellaneous Requirements

47.

[Conditional: R, EBC] If the product supports Remote Authentication DiaUser
Service (RADIUS) authentication, the product skalpport RADIUS as defined in RFC
3162.
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49.

50.
use RFC 4429 Optimistic Duplicate Address DetectioAD) (UCR 2012) in lieu of a standard
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[Conditional: LS] If the LS supports a routing function, the prodsitall support RFC
3162.

NOTE: RFC 3162 only defines the additional atttds of RADIUS that are unique to
IPv6 implementations. For the base RADIUS requésts, other RFCs are required, such
as RFC 2865.

NOTE: Because RFC 3162 cites the Network AccessgeB€NAS) functions would be on
the Access Point (router), this function shouldaldeature of the router.

[Conditional: EI (Softphone Only)] If the product supports Mobile IP Version 6
(MIPv6), the product shall provide mobility suppas defined in RFC 3775 (UCR
20120).

48.1. [Conditional: R] If the product acts as a home agent, the prodadt giovide
mobility support as defined in RFC 3775 (UCR 201

[Conditional: EI (Softphone Only), R] If the product supports MIPv6, the product shall
provide a secure manner to signal between mobdesand home agents as described in
RFC 3776 (UCR 2(40) and RFC 4877 (UCR 2@%).

— [Conditional: R] If the product is used in an IPv6 mobility applicat the product shall

DAD. (Guidance based upon results from recommémusfrom JUICE 2010.) Further, to

mitigate the “Man-in-the-middle” attack for neighldiscovery, the network must use RFC

3971 Secure Neighbor Discovery (SEND) or equivalei@R 2012).

Reserved.

51.

52.

[Conditional: R] If the product supports network mobility (NEMOhetproduct shall
support the function as defined in RFC 3963 (UCR22)

[Required: EI, NA/SS, R, EBC] The products shall support Differentiated Servias
described in RFC 2474 for a voice and video streaatcordance with Section 5.3.2,
Assured Services Requirements, and Section 5.&8ydyk Infrastructure E2E
Performance Requirements, plain text DSCP plan.

52.1 [Conditional: LS] If the LS supports a routing function, the prodsttall support
RFC 2474.
52.2 [Required: R, LS] The product shall support RFC 3168 for the inocation of

Explicit Congestion Notification (ECN) to TCP ait?l including ECN'’s use of two bits

in the IP header.
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NOTE: This applies to The Core, Distribution, akatess products as identified in
Section 5.3.1.3.5 Protocols.

53. [Conditional: EI (Softphone Only), R] If the product acts as an IPv6 tunnel broker, the
product shall support the function as defined IlCRID53.

54. [Conditional: R] If the product supports roaming (as defined wmitRFC 4282), the
product shall support this function as describe®RB{ 4282.

55. [Conditional: R] If the product supports the Point-to-Point Protd®PP), the product
shall support PPP as describedRirc-2472andRFC 5072UCR-2010)

NOTE: RFC 5072 replaced the now obsolete RFC 2472

56 [Required: LS] [Conditional: R] To support ASLAN assured services, all LAN switches
that provide layer 3 functionality to the accesgelashall support Virtual Router Redundancy
protocol (VRRP) for IPv6 as detailed in RFC 5798.

NOTE: This applies to products only in the AS LAN.

57. [Required: NA/SS, R, LS]The product shall support RFC 4330 Simple Netwiinke
Protocol (SNTP) Version 4 for IPv4, IPv6 and OSC(R 2012).

58. As noted in DoD IPv6 Standard Profiles Verdioh, Robust Header Compression (RoHC)
is designed to provide a significant improvementramsmission efficiency for bandwidth
limited networks. It will likely be used in celld networks (2.5G, 3G and 4G) and other
wireless links. Because it is an emerging techoplthe following RFCs will be reviewed for
possible inclusion in UCR 2012 HSonditional: El, NA/SS, R, LS]:

e RFC 3095, RObust Header Compression (ROHC) — Stppeirable IP_header compression
over wireless links. RFC 4815, Corrections and ifi¢ations to RFC 3095.

e RFC 5795 RoHC Framework — Provides an unmodifigchekof the framework definition
from RFC 3095.

e RFC 4996, RObust Header Compression (ROHC): A lerfiir TCP/IP (ROHC-TCP) —
Provides a specific profile for compression of TIPRieaders based on the framework
defined in RFC 5795.

e RFC 3241, RObust Header Compression (ROHC) overP&vides for compression over
various PPP and low-speed links.

e RFC 3843, RObust Header Compression (ROHC): A Cession Profile for IP— Provides
additional guidance for extending RFC 3095 for arhitrary IP_header chain for reliable IP
header compression over wireless links.
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e RFC 4362, RObust Header Compression (ROHC): A lLiaker Assisted Profile for
IP/UDP/RTP—- Provides additional guidance for optirmj RFC 3095 for various link-layers
and supports reliable IP header compression ovelaess links.

59. As noted in DoD IPv6 Standard Profiles Versdd, IP Header Compression is an earlier

alternative to RoHC for low-speed serial links reigpg compression. Because it is an emerging

technology, the following RFCs will be reviewed fayssible inclusion in UCR 2012 as

[Conditional: EIl, NA/SS, R, LSI:

e RFC 2507, IP Header Compression - Describes hasrmpress multiple IP_ headers and
TCP and UDP headers per hop over point to poikslin

e RFC 2508, Compressing IP/UDP/RTP Headers for Lowe8Serial Links - Describes a
method for compressing the headers of IP/UDP/RTRodams to reduce overhead on lowH
speed serial links.

e RFC 3173, IP Payload Compression - Describes a@ubintended to provide lossless
compression for Internet Protocol datagrams imégrhet environment.

60. As noted in DoD IPv6 Standard Profiles Verssdd, multicast routing protocols have
emerged from the IETF Protocol Independent MultiéBgVl) Working Group as Proposed
Standards. Because it is an emerging technolbgyfollowing RFCs will be reviewed for

possible inclusion in UCR 2012 ESonditional: R]:

e RFC 5110 Overview of the Internet Multicast Routhughitecture - Describes multicast
routing architectures that are currently deployedh® Internet.

e RFC 4601, Protocol Independent Multicast — SpareddMPIM-SM) — Specifies PIM-SM
which is a multicast routing protocol that can thseunderlying unicast routing information
base or a separate multicast- capable routingrirdtion base.

e RFC 3973, Protocol Independent Multicast — Densedé®@IM-DM) Specifies PIM-DM
which is a multicast routing protocol that usesuhderlying unicast routing information
base to flood multicast datagrams to all multicasters.

NOTE: DoD IPv6 Standard Profile Version 5.0 stdateg RFC 3973 is currently Experimental
and not widely implemented, but may be consideogaptional use where appropriate.

5355  Mapping of RFCsto UC Profile Categories

Table 5.3.5-2. UC Host/Workstation (El (Softphong)

1183



DoD UCR 2010

Section 5.3.5 — IPv6 Requirements
REC REQUIRED-R ™
NUMBER RFC TITLE CONDITIONAL - C
1981 Path MTU Discovery for IP Version 6 R-8
2401 Sosudpfrehitosetorthe lntemeretocol R-8:C
2407 The Internet IP Security Domain of Interprietafor R-8; C
ISAKMP
2408 Internet Security Association and Key Managerieotocol R-8; C
(ISAKMP)
2409 The Internet Key Exchange (IKE) R-8; C
2460 Internet Protocol, Version 6 (IPv6) Speciifizat R-2
AL Looelbor oecnnnay ine ol LDl R
2462 Py6 Stateless-Address-Autoconfiguration c
2464 Transmission of IPv6 Packets over Etherneivbigis R-3
2474 Definition of the Differentiated Services Ei€DS Field) in R4
the IPv4 and IPv6 Headers
2710 Multicast Listener Discovery (MLD) for IPv6 RR
2711 IPv6 Router Alert Option R:%-8
3041 - - s I I o~ X
1Pv6
3053 IPv6 Tunnel Broker c:¥-g
3266 SuppertforPv6-in-Session-Desecription-Protocd S [y
3315 Dynamic Host Configuration Protocol for IPHCPV6) C
3484 Default Address Selection for Internet Prot&trsion 6 R:®.8
(IPv6)
3596 DNS Extensions to Support IPv6 c:®
3775 Mobility Support in IPv6 C-8, C-20
3776 Using IPSec to Protect Mobile IPv6 Signalirevizeen C-8, C-120
Mobile Nodes and Home Agents
3810 Multicast Listener Discovery Version 2 (MLDV®y IPv6 R-8
3986 Uniform Resource Identifier (URI): Generic 8yn R“.8; ¥
4007 IPv6 Scoped Address Architecture R
4091 The Alternative Network Address Types (ANABEn&antics R
for the Session Description Protocol (SDP) Grouping
Framework
4092 Usage of the Session Description Protocol jSthérnative Rx
Network Address Types (ANAT) Semantics in the S&ssi
Initiation Protocol (SIP)
4109 Algorithms for Internet Key Exchange VersiolKEv1) R-8; C
4213 Basic Transition Mechanisms for IPv6 Hosts Rodters C-1
4291 IP Version 6 Addressing Architecture R
4301 Security Architecture for the Internet Protoco R-8-R-10; C-10
4302 IP Authentication Header [
4303 IP Encapsulatlng Securlty Payload (ESP) R-8; C
4306 Internet Key Exchange (IKEv2) Protocol R-81R: C-120
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REC REQUIRED-R ™
NUMBER RFC TITLE CONDITIONAL - C

4307 Cryptographic Algorithms for Use in the IntetriKey C
Exchange Version 2 (IKEv2)

4308 Cryptographic Suites for IPSec £Rg, C*Y

4443 Internet Control Message Protocol (ICMPv6)thar Internet R
Protocol Version 6 (IPv6) Specification

4566 SDP: Session Description Protocol *“C1L0

4835 Cryptographic Algorithm Implementation Reqmemnts for R-8,CR-10-C-10

Encapsulating Security Payload (ESP) and Autheiitica
Header (AH)

4861 Neighbor Discovery for IP Version 6 (IPv6) -1R

4862 IPv6 Stateless Address Autoconfiguration G-10R

4869 Suite B Cryptographic Suites for IPSec 2D-1

4877 Mobile IPv6 Operation with IKEv2 and the ReddPSec C-8, C-1o
Architecture

4941 Privacy Extensions for Stateless Address Autfiguration in C-8-c-10
IPv6

5095 Deprecation of Type 0 Routing Headers in IPv6 Rx™

NOTES:
C/R-1: Only meets the dual-stack requirement$isfRFC.

C/R-2: Only meets IPv6 formatting requirementshis RFC.

R-3: Only meets framing format aspects of RFC.

R-4: Requirement covered in Section 5.3.3, WideaAxetwork General System Requirements.

C-5: Condition is that product acts as a router.

C-6: Only applies to MGs.

C-7: Requirements only apply if the product astsia edge router.

C/R-8: El (softphones only).

C/R-12: Conditional/Objective Requirement for UCZ&RL2.

* Deviation from DoD |Pv6 Profile, version 5.0, Aepdix C.

" This column can have (1) softphones only, e.g. RBEI, e.g. R-3; or (3) Softphones only and Egj. &-8; C.

Table 5.3.5-3. UC Simple Server (LSC, MFSS)/ UC Meork Appliance (MG)

RFC REQUIRED - R
NUMBER RFC TITLE CONDITIONAL - C
2401 Security-Architecture-for the-tnternet Protocol cx |
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RFC REQUIRED - R
NUMBER RFC TITLE CONDITIONAL - C
2407 The Internet IP Security Domain of Interpiietafor C™
ISAKMP
2408 Internet Security Association and Key Managerieotocol Ct®
(ISAKMP)
2409 The Internet Key Exchange (IKE) x
2460 Internet Protocol, Version 6 (IPv6) Speciifizat R-2
AL Looelbor cioecnnnay ineon O L0 R
2462 Py6 Stateless-Address-Autoconfiguration c
2464 Transmission of IPv6 Packets over Etherneivbigis R-3
2474 Definition of the Differentiated Services Eig€DS Field) in R4
the IPv4 and IPv6 Headers
2710 Multicast Listener Discovery (MLD) for IPv6 R
3266 SupportforlPv6in-Session-Description-Protoc®i$ [
3315 Dynamic Host Configuration Protocol for IP@HCPV6) C
3596 DNS Extensions to Support IPv6 s
3986 Uniform Resource Identifier (URI): Generic &pn [e3%
4007 IPv6 Scoped Address Architecture R
4091 The Alternative Network Address Types (ANABn&ntics Rx
for the Session Description Protocol (SDP) Grouping
Framework
4092 Usage of the Session Description Protocol jSthernative Rx™
Network Address Types (ANAT) Semantics in the S#ssi
Initiation Protocol (SIP)
4109 Algorithms for Internet Key Exchange VersiofiKEv1) c®
4213 Basic Transition Mechanisms for IPv6 Hosts Rodters R-1
4291 IP Version 6 Addressing Architecture R
4301 Security Architecture for the Internet Protoco C:®10
4302 IP Authentication Header Ct™
4303 IP Encapsulatlng Securlty Payload (ESP) 29C
4305 ; @1(3)
4306 Internet Key Exchange (IKEv2) Protocol =120
4307 Cryptographic Algorithms for Use in the IntetriKey Ct™
Exchange Version 2 (IKEv2)
4308 Cryptographic Suites for IPSec [
4330 Simple Network Time Protocol (SNTP) Version 4 fBv4, R*-12
IPv6 and OSI
4443 Internet Control Message Protocol (ICMPv6)thar Internet R
Protocol Version 6 (IPv6) Specification
4566 SDP: Session Description Protocol X
4835 Cryptographic Algorithm Implementation Requients for Ccx¥_19
Encapsulating Security Payload (ESP) and Authetiica
Header (AH)
4861 Neighbor Discovery for IP Version 6 (IPv6) -1R
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RFC REQUIRED - R
NUMBER RFC TITLE CONDITIONAL — C

4862 IPv6 Stateless Address Autoconfiguration C-10R

4869 Suite B Cryptographic Suites for IPSec 3120

5095 Deprecation of Type 0 Routing Headers in IPv6 Rx™

C/R-1: Only meets the dual-stack requirementsisfRFC.

C/R-2: Only meets IPv6 formatting requirementshis RFC.

R-3: Only meets framing format aspects of RFC.

R-4: Requirement covered in Section 5.3.3, WideaAXetwork General System Requirements.
C-5: Condition is that product acts as a router.

C-6: Only applies to MGs.

C-7: Requirements only apply if the product astga edge router.

C/R-8: EI (softphones only).

C/R-12: Conditional/Objective Requirement for UZ&RL2.

* Deviation from DoD IPv6 Profile, version 5.0, Appdix C-

Table 5.3.5-4. UC Router (R)

RFC REQUIRED - R
NUMBER RFC TITLE CONDITIONAL — C

1772 Application of the Border Gateway Protocalhia Internet C-7

1981 Path MTU Discovery for IPv6 R

2404 Sosudpfrehitosetorthe ntemeretocol R

2404 The Use of HMAC-SHA-1-96 within ESP and AH R

2407 The Internet IP Security Domain of Interpiietafor R
ISAKMP

2408 Internet Security Association and Key Managerieotocol R
(ISAKMP)

2409 The Internet Key Exchange (IKE) R

2460 Internet Protocol, Version 6 (v6) Specificatio R-2

AL Looelbor oecnnay ine ol LDl R

2462 Py6 Stateless-Address-Autoconfiguration c

2464 Transmission of IPv6 Packets over Etherneivbigis R-3

LA Hrilosont oo 2P c

2473 Generic Packet Tunneling in IPv6 Specification C-7

2474 Definition of the Differentiated Services Bi¢DS Field) in R-4
the IPv4 and IPv6 Headers

1187




DoD UCR 2010

Section 5.3.5 — IPv6 Requirements

RFC REQUIRED - R
NUMBER RFC TITLE CONDITIONAL - C
2545 Use of BGP-4 Multiprotocol Extensions for IRuGer- C-7
Domain Routing
2710 Multicast Listener Discovery (MLD) for IPv6 R
2711 IPv6 Router Alert Option R*®
2+40 Do R
2784 Generic Router Encapsulation (GRE) C-7
2858 Multoretoesl =donsions o 207 £
3053 IPv6 Tunnel Broker C
3162 RADIUS and IPv6 c
3168 The Addition of Explicit Congestion Notification (BN) R
to IP
3315 Dynamic Host Configuration Protocol for IPHCPV6) C
3411 An Architecture for Describing Simple Netwdlianagement C
Protocol (SNMP) Management Frameworks
3412 Message Processing and Dispatching for thel8iNetwork C
Management Protocol (SNMP)
3413 Simple Network Management Protocol (SNMP) Agapions C
3595 e e S
3775 Mobility Support in IPv6 C£®)-120
3776 Using IPSec to Protect Mobile IPv6 Signalirevizeen C-120
Mobile Nodes and Home Agents
3810 Multicast Listener Discovery Version 2 (MLDVB) IPv6 R
3963 Network Mobility (NEMO) Basic Support Protocol C10
3971 SEcure Neighbor Discovery (SEND) C-12
3986 Uniform Resource Identifier (URI): Generic 8yn =5
4007 IPv6 Scoped Address Architecture R
4022 Management Information Base for the Transms€ontrol C
Protocol (TCP)
4087 IP Tunnel MIB c:¥
4109 Algorithms for Internet Key Exchange Versib(i(KEv1) R
4113 Management Information Base for the User Datag C
Protocol (UDP)
4213 Basic Transition Mechanisms for IPv6 Hosts Rodters R-1
4271 A Border Gateway Protocol 4 (BGP-4) C-7
4282 The Network Access Identifier cx®
4291 IP Version 6 Addressing Architecture R
4292 IP Forwarding MIB C
4293 Management Information Base for the Intermetdeol (I1P) C
4295 Mobile IP Management MIB C-120
4301 Security Architecture for the Internet Protoco R-10
4302 IP Authentication Header R
4303 IP Encapsulating Security Payload (ESP) R
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RFC REQUIRED — R
NUMBER RFC TITLE CONDITIONAL - C
4305 R ‘
4306 Internet Key Exchange (IKEv2) Protocol j22) 1 |
4307 Cryptographic Algorithms for Use in the IntetriKey C
Exchange Version 2 (IKEv2)
4308 Cryptographic Suites for IPSec R*®
4330 Simple Network Time Protocol (SNTP) Version 4 fBv4, R*-12
IPv6 and OSI |
4429 Optimistic Duplicate Address Detection (DAD) fovi® C-12 |
4443 Internet Control Message Protocol (ICMPv6)thar Internet R
Protocol Version 6 (IPv6) Specification
4552 Authentication Confidentiality for OSPFv3 R
4760 Multiprotocol Extensions for BGP-4 C-7-10 |
4807 IPSec Security Policy Database ConfiguratidB M C
4835 Cryptographic Algorithm Implementation Regments for R-10 |
Encapsulating Security Payload (ESP) and Autheiitica
Header (AH)
4861 Neighbor Discovery for IP Version 6 (IPv6) R
4862 IPv6 Stateless Address Autoconfiguration C-10R
4869 Suite B Cryptographic Suites for IPSec AB-1
4877 MIPv6 Operation with IKE2 and the Revised I1@Se C-120
Architecture
5072 IP Version 6 over PPP C-10
5095 Deprecation of Type 0 Routing Headers in IPv6 Rx™
5304 IS-1S Cryptographic Authentication —R
5308 Routing IPv6 with ISIS R-10
5310 IS-1S Generic Cryptographic Authentication 1R
5798 Virtual Router Redundancy Protocol (VRRP) Version|3 C
for IPv4 and IPv6
5838 RFC 5838 Support of Address Families in OSPFv3 C-12
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RFC REQUIRED — R
NUMBER RFC TITLE CONDITIONAL - C
NOTES:

C/R-1: Only meets the dual-stack requirementsisfRFC.

C/R-2: Only meets IPv6 formatting requirementshis RFC.

R-3: Only meets framing format aspects of RFC.

R-4: Requirement covered in Section 5.3.3, WideaAKetwork General System Requirements.
C-5: Condition is that product acts as a router.

C-6: Only applies to MGs.

C-7: Requirements only apply if the product astsia edge router.

C/R-8: ElI (softphones only).

C/R-12: Conditional/Objective Requirement for UZ&RL2.
* Deviation from DoD |Pv6 Profile, version 5.0, Aepdix C.

Table 5.3.5-5. LAN Switch (LS)

REC REQUIRED — R
NUMBER RECTITLE CONDITIONAL — C
Part 1 LAN Access Switch

2407 The Internet IP_Security Domain of Interpretation f C
ISAKMP

2408 Internet Security Association and Key Managemeatdeol C
(ISAKMP)

2409 The Internet Key Exchange (IKE) C

2460 Internet Protocol, Version 6 (v6) Specification C-2

2464 Transmission of IPv6 Packets over Ethernet Networks R-3

2474 Definition of the Differentiated Services Field ([F&ld) in R-4
the IPv4 and IPv6 Headers

3168 The Addition of Explicit Congestion Notification (BN) to IP R

3411 An Architecture for Describing Simple Network Magagent R
Protocol (SNMP) Management Frameworks Note: SNMP
“Over IPv6” requirement effective UCR 2012.

3412 Message Processing and Dispatching for the Simete/dik R
Management Protocol (SNMP).

3413 Simple Network Management Protocol (SNMP) Applioas R
Note: SNMP “Over IPv6” requirement effective UCR120 .

3644 Policy Quality of Service (QoS) Information Model R
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REC REQUIRED — R
NUMBER REC TITLE CONDITIONAL — C
3986 Uniform Resource Identifier (URI): Generic Syntax C
4007 IPv6 Scoped Address Architecture R
4022 Management Information Base for the Transmissiontob C
Protocol (TCP)
4087 IP Tunnel MIB C
4109 Algorithms for Internet Key Exchange Version 1 (KB C
4113 Management Information Base for the User Datagram C
Protocol (UDP)
4291 IP Version 6 Addressing Architecture R
4292 IP_ Forwarding MIB C
4293 Management Information Base for the Internet Prait(i@) C
4295 Mobile IP Management MIB C-12
4301 Security Architecture for the Internet Protocol C
4302 IP_Authentication Header C
4303 IP_Encapsulating Security Payload (ESP) C
4306 Internet Key Exchange (IKEv2) Protocol C-12
4307 Cryptographic Algorithms for Use in the InternetyKe C
Exchange Version 2 (IKEv2)
4330 Simple Network Time Protocol (SNTP) Version 4 fBv#, R*-12
IPv6 and OSI
4443 Internet Control Message Protocol (ICMPv6) for bhiernet R
Protocol Version 6 (IPv6) Specification
4807 IPSec Security Policy Database Configuration MIB C
4835 Cryptographic Algorithm Implementation Requiremeiiots C
Encapsulating Security Payload (ESP) and Authetiica
Header (AH)
4862 IPv6 Stateless Address Autoconfiguration C
4869 Suite B Cryptographic Suites for IPSec C-12
5095 Deprecation of Type 0 Routing Headers in IPv6 C
5798 Virtual Router Redundancy Protocol (VRRP) Versidio3 R
IPv4 and IPv6
Part 2 L3 Switch
Requirements from Part 1 above, plus the below
1981 Path MTU Discovery for IPv6 C-5
2404 The Use of HMAC-SHA-1-96 within ESP and AH C-5
2710 Multicast Listener Discovery (MLD) for IPv6 C-5
2711 IPv6 Router Alert Option C-5
3162 RADIUS and IPv6 C-5
3315 Dynamic Host Configuration Protocol for IPv6 (DHGRV C-5
3411 An Architecture for Describing Simple Network Magagent C-5
Protocol (SNMP) Management Frameworks
3412 Message Processing and Dispatching for the Simpte/dik C-5
Management Protocol (SNMP)
3413 Simple Network Management Protocol (SNMP) Applicas C-5
3810 Multicast Listener Discovery Version 2 (MLDv?2) ftRv6 C-5

1191




DoD UCR 2010

Section 5.3.5 — IPv6 Requirements

REC REQUIRED — R
NUMBER REC TITLE CONDITIONAL — C

4213 Basic Transition Mechanisms for IPv6 Hosts and Biaut C-1,C-5
4552 Authentication Confidentiality for OSPFv3 (Routiprptocol C-5

authentication only.)
4861 Neighbor Discovery for IP Version 6 (IPv6) C-5
5304 IS-IS Cryptographic Authentication C-5
5308 Routing IPv6 with ISIS C-5
5310 IS-IS Generic Cryptographic Authentication C-5
5798 Virtual Router Redundancy Protocol (VRRP) Versidiof3 C-5

IPv4 and IPv6
5838 RFC 5838 Support of Address Families in OSPFv3 C-12

Part 3 L3 Switch (Edge Router)
Requirements from Part 2 above, plus the below

1772 Application of the Border Gateway Protocol in théelrnet C-5,C-7
2545 Use of BGP-4 Multiprotocol Extensions for IPv6 Irte C-5,C-7

Domain Routing
4271 A Border Gateway Protocol 4 (BGP-4) C-5,C-7
4760 Multiprotocol Extensions for BGP-4 C-5,C-7

NOTES:

C/R-1: Only meets the dual-stack requirement$isfRFC.

C/R-2: Only meets IPv6 formatting requirementshis RFC.

R-3:

Only meets framing format aspects of RFC.

R-4.

Requirement covered in Section 5.3.3, WideaAXetwork General System Requirements.

C-5:

Condition is that product acts as a router.

C-6:

Only applies to MGs.

C-7:

Requirements only apply if the product astsia edge router.

C/R-8: El (softphones only).

C/R-12: Conditional/Objective Requirement for UZ&RL2.

* Deviation from DoD |Pv6 Profile, version 5.0, Aepdix C.

e e =0 &
RLUMEZER RECTHTLE- CONDITHONAL——C
e Loosliectonoptho Bordor Coltowes s Protocolin tho lntorel £/
Lo e i -5
2401 Seecurity-Architecture-for the Internet Protocol [
2404 The Use of HMACSHA-1-96-within ESP-and-AH c-5
2407 The-Internet IP-Security Domain-of Interftion-for [y
e A
2408 Internet Security-Association-and-Key Managementdeo! ¢
ISAKMP)
2409 Fhe lnternet Key Exchange (IKE) [
2250 I - E T tion 1
2AED Hpesinteloss Addiass Mutoconiicoation c
2464 Srmeknlecleno B Pockole cunr Slhornetblebyorks R-3
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REQUIRED R
CONDITIONAL —C

C*4,C5
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Table 5.3.5-6. UC Information Assurance Device (EB)

RFC REQUIRED - R
NUMBER RFC TITLE CONDITIONAL - C

1981 Path MTU Discovery for IPv6 R

2401 Security-Architecture for the-Internet Protocol c

2407 The Internet IP Security Domain of Interpiietafor C
ISAKMP

2408 Internet Security Association and Key Managerfeotocol C
(ISAKMP)

2409 The Internet Key Exchange (IKE) C

2460 Internet Protocol, Version 6 (v6) Specificatio R-2

AL Looelbor oecnnay ine ol LDl R

2AED Heesinteloss Addiass Mutoconiicoation c

2464 Transmission of IPv6 Packets over Ethernetviidis R-3

2474 Definition of the Differentiated Services Bi¢DS Field) in R*%.4
the IPv4 and IPv6 Headers

3162 RADIUS and IPv6 ccx®

3266 SupportforlPv6in-SessionDescription-Protoc®i$ [

3986 Uniform Resource Identifier (URI): Generic &yn c¥

4007 IPv6 Scoped Address Architecture R

4109 Algorithms for Internet Key Exchange Versio(iKIEv1) C
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RFC REQUIRED - R
NUMBER RFC TITLE CONDITIONAL - C
4213 Basic Transition Mechanisms for IPv6 Hosts Rodters R-1
4291 IP Version 6 Addressing Architecture R
4301 Security Architecture for the Internet Protoco C-10
4302 IP Authentication Header c:®
4303 IP Encapsulatmg Securlty Payload (ESP) C
4305 , c
4306 Internet Key Exchange (IKEv2) Protocol 81
4307 Cryptographic Algorithms for Use in the IntetriKey C
Exchange Version 2 (IKEv2)
4308 Cryptographic Suites for IPSec Ccx®
4443 Internet Control Message Protocol (ICMPv6)thar Internet R
Protocol Version 6 (IPv6) Specification
4566 SDP: Session Description Protocol X
4835 Cryptographic Algorithm Implementation Regments for C-10
Encapsulating Security Payload (ESP) and Autbatiin
Header (AH)
4861 Neighbor Discovery for IP version 6 (IPv6) 1B
4862 IPv6 Stateless Address Autoconfiguration C-10R
4869 Suite B Cryptographic Suites for IPSec -1
5095 Deprecation of Type 0 Routing Headers in IPv6 Rx™
NOTES:

C/R-1: Only meets the dual-stack requirement$isfRFC.

C/R-2: Only meets IPv6 formatting requirementshis RFC.

R-3: Only meets framing format aspects of RFC.

R-4: Requirement covered in Section 5.3.3, WideaAXetwork General System Requirements.

C-5: Condition is that product acts as a router.

C-6: Only applies to MGs.

C-7: Requirements only apply if the product astsia edge router.

C/R-8: El (softphones only).

C/R-12: Conditional/Objective Requirement for UCZ&RL2.

* DeV|at|on from DoD IPv6 Profile, verS|on 5.0, Aepd|x C.NOTES:
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